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Receive updated configuration information at a network
management module
600

A

Update configuration settings associated with the switch fabric
based on the received updated configuration information
610

A
Store the updated configuration information at a memory
coupled to the network management module and send to one or
more network resources of the switch fabric system
620

\ 4

Receive configuration information query from network resource
included in the switch fabric system
630

\ 4

Supply updated configuration information to be combined with
configuration information for the network resource
640

FIG. 6
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Receive updated configuration information at a network management
module
700

Y

Update configuration settings associated with the switch fabric system
based on the received updated configuration information
710
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Send, at a first time, updated configuration information associated with
one or more NCEs of the switch fabric system
720

Send, at a second time, configuration information query to one or more
NCEs
30

Receive current configuration information from the one or more NCEs
to be combined with configuration information for the network resource
740

FIG. 7
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1
HIERARCHICAL RESOURCE GROUPS FOR
PROVIDING SEGREGATED MANAGEMENT
ACCESS TO A DISTRIBUTED SWITCH

BACKGROUND

Some embodiments described herein relate generally to
organization of network resources, and more particularly to
hierarchical configuration files providing network configura-
tion information with inheritance.

Known network fabric systems often include one or more
peripheral processing devices, access switches, multi-stage
switch fabrics, or other hardware and/or software resources.
Many such network fabric systems often also include a num-
ber of configuration settings associated with the physical
and/or logical entities included in the network fabric systems.
For example, a network fabric system may include one or
more configuration files associated with one or more access
switches, route reflectors, virtual machines, virtual local area
networks (VLANSs), or other resources included in the net-
work fabric system. In network fabric systems containing a
large number of network resources, the amount of physical
memory necessary to store these configuration files can result
in cost and scaling constraints that impose limitations on
network growth and performance. Thus, a need exists for
methods and apparatus to minimize the amount of physical
memory used to store configuration information associated
with one or more resources included in a network fabric
system.

SUMMARY

In one embodiment, an apparatus includes a network man-
agement module configured to execute at a network device
operatively coupled to a switch fabric. The network manage-
ment module is configured to receive a first set of configura-
tion information associated with a subset of network
resources from a set of network resources, the set of network
resources being included in a virtual local area network from
a plurality of virtual local area networks, the plurality of
virtual local area networks being defined within the switch
fabric. The first set of configuration information dynamically
includes at least a second set of configuration information
associated with the set of network resources.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic illustration of a switch fabric system
that includes multiple resource groups, according to an
embodiment.

FIG. 2 is a schematic illustration of an access switch of a
switch fabric system, according to another embodiment.

FIG. 3 is a schematic illustration of a compute device of a
switch fabric system, according to another embodiment.

FIG. 4 is a diagram of a set of configuration files for a
switch fabric system and multiple resource groups of the
switch fabric system, according to another embodiment.

FIG. 5 is a schematic illustration of a switch fabric system
that receives and distributes updated configuration informa-
tion throughout the switch fabric system, according to
another embodiment

FIG. 6 is a flow chart that illustrates a method of supplying
updated configuration information to one or more network
resources, according to another embodiment.

FIG. 7 is a flow chart that illustrates a method of querying
one or more network resources for updated configuration
information associated with those network resources, accord-
ing to another embodiment.
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FIG. 8 is a diagram of a set of configuration files for a
switch fabric system and multiple resource groups and
VLANSs of the switch fabric system, according to another
embodiment.

DETAILED DESCRIPTION

In some embodiments, a switch fabric system can include
multiple Virtual Data Center Fabrics (VDCFs), VLANs and/
or resource groups. A VDCF can include a portion of the
switch fabric system that operates as a single, autonomous
data center fabric. A resource group can include, for example,
one or more network resources included in the switch fabric
system. Each resource group can optionally be of the same
scope and/or include substantially the same network
resources as one or more VL ANSs in the network. The one or
more network resources can be, for example, one or more
peripheral processing devices, access switches, physical
ports, compute nodes, network control entities (NCEs), etc.
In some embodiments, each resource group can be associated
with a particular lessor (e.g., end user or customer) of a
portion of the switch fabric system.

In some embodiments, each of one or more network
resources of the switch fabric system can be associated with
a configuration file. Each such configuration file can include,
for example, identifier/name, logical and/or physical address,
port assignment, peripheral processing device information,
network portion assignment and/or other configuration infor-
mation associated with the network resource with which that
configuration file is associated. In some embodiments, each
configuration file can include network topology information
and/or hierarchy information defined consistent with the
actual topology and/or hierarchy of physical and/or virtual
resources in the switch fabric system.

In some embodiments, each configuration file for a given
network grouping or resource defined at a given hierarchical
level of the switch fabric system can include configuration
information and/or a configuration file associated with one or
more network resources included at a lower hierarchical level
of'the switch fabric system. For example, a configuration file
associated with a resource group can include configuration
information associated with that resource group and configu-
ration information associated with each network resource
included in that resource group. In another example, a con-
figuration file associated with a VLAN or VDCF can include
configuration information associated with that VLAN or
VDCEF, configuration information associated with one or
more resource groups included in that VLAN or VDCF and
configuration information associated with each network
resource included in the one or more resource groups.

In some embodiments, a network management module
included in a compute node of the switch fabric system can
receive one or more signals including updated configuration
information associated with one or more network resources.
The network management module can optionally store the
updated configuration information at, for example, a configu-
ration database operatively coupled to the compute node. In
some embodiments, the network management module can
send one or more signals including the updated configuration
information to each of the network resources associated with
the updated configuration information. For example, the net-
work management module can send one or more signals
including the applicable updated configuration information
to one or more NCEs instantiated at access switches in the
switch fabric system. Each of the NCEs can then optionally
update one or more configuration files for any network
resources affected by the updated configuration information
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and associated with that NCE. As discussed above, each
configuration file associated with a VL AN or resource group
can include at least a portion of the configuration information
associated with each network resource that is a member of
that VLAN or resource group. In this manner, a separate
configuration file for each network resource need not be gen-
erated and/or stored at the switch fabric system, thereby
reducing the total amount of physical memory used to store
configuration information at the switch fabric system.

FIG. 1 is a schematic illustration of a switch fabric system
that includes multiple virtual local area networks (VLLANs)
and resource groups, according to an embodiment. More
specifically, FIG. 1 illustrates a Switch Fabric System 100
that includes a Communications Network 110 physically and/
or operatively coupled to a Compute Device 180 and Access
Switches 120, 130, 140 and 150. The Access Switch 120 is
physically and/or operatively coupled to Peripheral Process-
ing Devices 171 and 172, the Access Switch 130 is physically
and/or operatively coupled to a Peripheral Processing Device
173, the Access Switch 140 is physically and/or operatively
coupledto a Peripheral Processing Device 174 and the Access
Switch 150 is physically and/or operatively coupled to the
Peripheral Processing Device 175. The Compute Device 180
includes a Network Management Module (“NMM”) 155 and
a Network Control Entity (“NCE”) 191. The Access Switches
120, 130, 140 and 150 include NCEs 192-195, and Physical
Ports 121-124, 131-134, 141-144 and 151-152, respectively.
The Physical Port 121 is coupled to the Peripheral Processing
Device 171, the Physical Port 123 is coupled to the Peripheral
Processing Device 172, the Physical Port 132 is coupled to the
Peripheral Processing Device 173 the Physical Port 142 is
coupled to the Peripheral Processing Device 174 and the
Physical Port 152 is coupled to the Peripheral Processing
Device 175. The NCE 192 is associated with the Physical
Ports 121-124, the NCE 193 is associated with the Physical
Ports 131-134, the NCE 194 is associated with the Physical
Ports 141-144 and the NCE 195 is associated with the Physi-
cal Ports 151-152.

The Communications Network 110 can be any combina-
tion of hardware and/or software (executing on hardware)
configured to transmit data between any of the Peripheral
Processing Devices 171-175 and/or any of the Access
Switches 120, 130, 140 and 150. In some embodiments, the
Communications Network 110 can be a switch fabric, such as
a multi-stage switch fabric. The Communications Network
110 can optionally transmit data based at least in part on the
Ethernet, Fibre Channel, FCoE, and/or another network pro-
tocol (such as cell-based network transmission). Additional
details related to communications networks such as switch
fabrics and multi-stage switch fabrics using cell-based net-
work transmission are disclosed in U.S. patent application
Ser. No. 12/495,337 entitled “Methods and Apparatus
Related to Any-to-Any Connectivity within a Data Center”
filed Jun. 30, 2009, which is incorporated herein by reference
in its entirety. In some embodiments, the Communications
Network 110 can include one or more hardware devices con-
figured to exchange data according to one or more of the
above-enumerated network protocols. Additional details
related to communications networks such as switch fabrics
and multi-stage switch fabrics are disclosed in U.S. patent
application Ser. No. 12/558,130 entitled “Methods and Appa-
ratus Related to a Low Cost Data Center Architecture,” filed
Sep. 11, 2009, which is incorporated herein by reference in its
entirety.

Each of the Access Switches 120, 130, 140 and 150 can be
any combination of hardware and/or software (executing in
hardware) situated at the edges of the Communications Net-
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work 110. As shown in FIG. 1, the Access Switch 120, 130,
140, 150 and 150 can function as gateways to one or more
peripheral processing devices coupled thereto. As also shown
in FIG. 1, each of the Access Switches 120, 130, 140 and 150
can host one or more NCEs (described below), such as the
NCE 192 hosted at the Access Switch 120, the NCE 193
hosted at the Access Switch 130, the NCE 194 hosted at the
Access Switch 140 and the NCE 195 hosted at the Access
Switch 150.

In some embodiments, each of the Access Switches 120,
130, 140 and 150 can be physically located within a chassis of
the Switch Fabric System 100. In some embodiments, for
example, each Access Switch 120, 130, 140 and 150 can be
located within the same chassis. In other embodiments, each
Access Switch 120, 130, 140 and 150 can be located within a
different chassis. Structurally, the Access Switches 120, 130,
140 and 150 can function as both source access switches and
destination access switches. Accordingly, the Access
Switches 120, 130, 140 and 150 can send data (e.g., a data
stream of data frames, packets and/or data cells) to and
receive data from a data plane portion of the Communications
Network 110, and to and from the respective connected
Peripheral Processing Devices 171-175. Each of the Access
Switches 120, 130, 140 and 150 can optionally be referred to
as an edge device and/or a top-of-the-rack “TOR” device.

As shown in FIG. 1, each of the Access Switches 120, 130,
140 and 150 is configured to communicate with the other
Access Switches 120, 130, 140 and 150 via a data plane
portion of the Communications Network 110. Specifically,
the data plane portion of the Communications Network 110 is
configured to provide any-to-any connectivity between the
Access Switches 120, 130, 140 and 150 at relatively low
latency. For example, the data plane portion of the Commu-
nications Network 110 can be configured to transmit (e.g.,
convey) data between Access Switches 120, 130, 140 and
150. In some embodiments, the Communications Network
110 can have at least hundreds or thousands of ports (e.g.,
egress ports and/or ingress ports) through which Access
Switches 120, 130, 140 and 150 can transmit and/or receive
data. Additional details related to communications networks
such as switch fabrics and multi-stage switch fabrics using
cell-based network transmission are disclosed in U.S. patent
application Ser. No. 12/495,337 entitled “Methods and Appa-
ratus Related to Any-to-Any Connectivity within a Data Cen-
ter” filed Jun. 30, 2009, which is incorporated herein by
reference in its entirety.

As discussed in further detail herein, the Access Switches
120, 130, 140 and 150 can be configured to host one or more
network control entities (NCEs) to manage the Physical Ports
121-124, 131-134, 141-144 and 151-152 of the Access
Switches 120, 130, 140 and 150, respectively. For example,
the Access Switch 120 can host the NCE 192 to manage the
Physical Ports 121-124 and 131-132 and the Access Switch
140 can host the NCE 194 to manage the Physical Ports
141-143 and 152. The Compute Device 180 can also option-
ally host one or more NCEs to manage one or more of the
Physical Ports 121-124, 131-134, 141-144 and 151-152. For
example, the Compute Device 180 can host the NCE 191 to
manage the Physical Ports 133 and 151. The NCEs 191-195
can each be processes, applications, virtual machines and/or
some other software module (executing in hardware) or a
hardware module that is executed at the Compute Device 180,
the Access Switch 120, the Access Switch 130, the Access
Switch 140 and the Access Switch 150, respectively. In some
embodiments, the NCEs 191-195 and/or the NMM 155 can
be considered a part of a control plane of the Switch Fabric
System 100.
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In some embodiments, each of the NCEs 191-195 can be
defined and/or spawned by a controlling entity or module,
such as the NMM 155 hosted at the Compute Device 180. The
Compute Device 180 can provision one or more new NCEs
based on a current amount of host protocol-based traffic and/
or other load-balancing or other network management fac-
tors. Each of the NCEs 191-195 can optionally be configured
to receive and respond to one or more host protocol requests,
such as one or more DHCP, ARP, RARP, IGMP or other host
protocol requests. In some embodiments, each of the NCEs
191-195 can be associated with one or more tables or data
records (not shown in FIG. 1) storing address information for
one or more devices included in the Switch Fabric System
100, such as an IP and/or MAC address of one or more of the
Access Switches 120, 130, 140 and 150 and/or one or more of
the Peripheral Processing Devices 171-175.

Each of the Physical Ports 121-124,131-134, 141-144 and
151-152 can be, for example, a physical communication port,
such as an Ethernet/Fibre Channel over Ethernet (“FCoE”)
port, a Fibre Channel port, a coaxial cable port, or other
physical communication port. In some embodiments, one or
more of the physical ports enumerated above can be physi-
cally coupled to one or more peripheral processing devices to
enable exchange of data therewith.

The Compute Device 180 is any combination of hardware
and/or software (executing on hardware) configured to per-
form one or more network management tasks. In some
embodiments, the Compute Device 180 can be a server
device. The Compute Device 180 can be physically and/or
operatively coupled to the Communications Network 110 via,
for example, a wired and/or wireless Ethernet, Fibre Channel
or other physical and/or logical connection. As shown in FIG.
1, the Compute Device 180 includes and/or hosts the NMM
155 and the NCE 191.

Each of the Peripheral Processing Devices 171-175 are any
combination of hardware and/or software (executing on hard-
ware) capable of transmitting and/or receiving information
across the Communications Network 110 via an access
switch. In some embodiments, one or more of the above-
enumerated peripheral processing devices can be a server
device, an application server, a database system, a storage
device, gateway, workstation, a compute device and/or the
like. Each of the Peripheral Processing Devices 171-175 can
optionally be, for example, compute nodes, service nodes,
routers, and storage nodes, as described in further detail
herein. In some embodiments, one or more of the Peripheral
Processing Devices 171-175 can perform one or more com-
puting tasks, such as one or more data storage, Software as a
Service (SAS), web service, content request, or other com-
puting tasks.

The Peripheral Processing Devices 171-175 can be incom-
munication with and/or operatively coupled to one or more
Physical Ports 121-124, 131-134, 141-144, 151-152 of the
Access Switches 120, 130, 140 and 150, respectively, using
any suitable connection such as, for example, an optical con-
nection (e.g., an optical cable and optical connectors), an
electrical connection (e.g., an electrical cable and electrical
connectors) and/or the like. Similarly stated, each of the
Physical Ports 121-124, 131-134, 141-144, 151-152 can pro-
vide a communication interface through which a Peripheral
Processing Device 171-175 can be operatively coupled to an
Access Switch 120, 130, 140, 150, as described in further
detail herein. As such, the Peripheral Processing Devices
171-175 are configured to send data (e.g., data frames, data
packets, data cells, etc.) to and receive data from the Access
Switches 120, 130, 140 and 150. In some embodiments, each
connection between the Peripheral Processing Devices 171-
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175 and the respective access switches 120,130, 140 and 150
is a direct link. In other embodiments, the Peripheral Process-
ing Devices 171-175 can be operatively coupled to the Access
Switches 120, 130, 140 and 150 via intermediate modules.

The NMM 155 is any combination of hardware and/or
software (executing on hardware) configured to manage the
provisioning, allocation and/or configuration of network
resources in the Switch Fabric System 100. For example, the
NMM 155 can manage the definition, initiation, instantiation
and/or destruction of one more NCEs hosted at, for example,
acompute device (such as the Compute Device 180) and/or an
access switch (such as any of the Access Switches 120, 130,
140 and 150). In some embodiments, the NMM 155 can
receive and respond to one or more DHCP requests originat-
ing at a peripheral processing device coupled to an access
switch, such as any of the Peripheral Processing Devices
171-175 coupled to any of the Access Switches 120, 130, 140
and 150. In some embodiments, the NMM can receive,
update, and transmit configuration information associated
with one or more network resources included in the Switch
Fabric System 100. For example, the NMM 155 can send
and/or receive one or more signals including updated con-
figuration information to and/or from the NCFEs 191-195 for
use thereby.

In some embodiments, the NMM 155 can also define one
or more virtual local area networks (VLANs) within the
Switch Fabric System 100. In such embodiments, a VLAN
can comprise and/or be defined by any valid combination of
network resources, such as one or more peripheral processing
devices and one or more access switches, each of the one or
more access switches within the VLAN being in communi-
cation with at least one of the one or more peripheral process-
ing devices via one or more physical ports of that access
switch. As shown in FIG. 1, the NMM 155 defines a VLAN
161' comprising the Access Switch 120, the Access Switch
130, the Peripheral Processing Devices 171-173, the Physical
Ports 121-124 and 131-134 and the NCEs 192 and 193. As
also shown in FIG. 1, the NMM defines a VLAN 163' com-
prising the Access Switch 140, the Access Switch 150, the
Peripheral Processing Devices 174-175, the Physical Ports
141-144 and 151-152 and the NCEs 194 and 195. In some
embodiments, the VLAN 161' and/or the VLAN 163' can
optionally be a VDCF configured to operate as an autono-
mous data center fabric.

In some embodiments, the NMM 155 can also define one
or more resource groups within the Switch Fabric System
100. In such embodiments, a resource group can be compris-
ing and/or be defined by any valid combination of network
resources, such as one or more peripheral processing devices,
access switches, route reflectors, routing engines and/or
physical ports (also known as interfaces). In some embodi-
ments, network resources included in a particular VLAN can
likewise be included in a particular resource group. In such
embodiments, each network resource included in the network
resource can be identified by a prepended identifier portion
based on an identifier of the VLAN. In this manner, each
network resource included in the resource group can be
uniquely identified by the Switch Fabric System 100. In some
embodiments, the VLLAN identifier can be based on a globally
unique layer-2 identifier associated with the VLAN. In some
embodiments, each resource group can be associated with an
entity or individual (e.g., end user or customer) that leases or
is associated with a portion of the network resources included
in the Switch Fabric System 100. In this case, the resource
group associated with that entity or individual can comprised
the network resources leased by or is associated with the
entity or individual.
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As shown in FIG. 1, the NMM 155 defines a Resource
Group 161 that includes the same network resources included
in the VLAN 161'. The NMM 155 also defines a Resource
Group 162 that includes a subset of the network resources
included in the VLAN 161', namely the Access Switch 130,
the Peripheral Processing Device 173, the Physical Ports
131-134 and the NCE 193. As also shown in FIG. 1, the NMM
155 defines a Resource Group 163 that includes the same
network resources included in the VLAN 163'. The NMM
also defines a Resource Group 164 that includes a subset of
the network resources included in the VILAN 163', namely the
Access Switch 150, the Peripheral Processing Device 175, the
Physical Ports 151 and 152 and the NCE 195.

Although not shown in FIG. 1, in some embodiments, one
of'the Peripheral Processing Devices 171-175 can send one or
more data packets and/or frames to another of the Peripheral
Processing Devices 171-175 via one of the Access Switches
120, 130, 140 and 150 and the Communications Network
110. For example, the Peripheral Processing Device 173 can
send a data frame to the Peripheral Processing Device 175 via
the Access Switch 130, the Communications Network 110
and the Access Switch 150. The Peripheral Processing Device
173 can format and/or send the data frame in accordance with
one or more configuration settings associated with the
Resource Group 161 and the Resource Group 162 (of which
the Peripheral Processing Device 173 is a member). The
Peripheral Processing Device 173 can optionally send a sec-
ond data frame to the Peripheral Processing Device 175 via
the Access Switch 130, the Communications Network 110
and the Access Switch 150. In some embodiments, the
Peripheral Processing Device 173 can format and/or send the
second data frame in accordance with one or more updated
configuration settings associated with the Resource Group
161. In such embodiments, the updated configuration settings
associated with the Resource Group 161 can be applied to
and/or inherited by a set of configuration settings associated
with the Resource Group 162, and thus by each network
resource included in the Resource Group 162 (e.g., the
Peripheral Processing Device 173).

FIG. 2 is a schematic illustration of an access switch of a
switch fabric system, according to another embodiment.
More specifically, FIG. 2 is a system block diagram of an
Access Switch 200, similar to the Access Switches 120, 130,
140 and 150 described in connection with FIG. 1 above. The
Access Switch 200 includes a Processor 251, a Memory 252,
a Line Card 210, a Line Card 220, and a Physical Port 231.
The Processor 251 is operatively coupled to the Memory 252,
the Line Card 210, the Line Card 220 and the Physical Port
231. The Line Card 210 includes the Physical Ports 211 and
212. The Line Card 220 includes the Physical Ports 221 and
222. In some embodiments, the Line Cards 210 and/or 220
include one or more processors and/or memories (not shown).

Similar to the Physical Ports 121-124, 131-134, 141-144
and 151-152 of the Access Switches 120, 130, 140, 150
(shown in FIG. 1), the Physical Ports 211, 212, 221 and 222
can be configured to communicate with peripheral processing
devices. For example, the Physical Ports 211, 212, 221 and
222 can implement a physical layer using twisted-pair elec-
trical signaling via electrical cables or fiber-optic signaling
via fiber-optic cables. In some embodiments, some of the
Physical Ports 211, 212, 221 and 222 can implement one
physical layer such as twisted-pair electrical signaling, and
others of the Physical Ports 211, 212, 221 and 222 can imple-
ment a different physical layer, such as fiber-optic signaling.
Furthermore, the Physical Ports 211, 212, 221 and 222 can be
configured to allow the Access Switch 200 to communicate
with peripheral processing devices, such as, for example,
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computer servers (servers), via a common protocol such as
Ethernet or Fibre Channel. In some embodiments, some of
the Physical Ports 211, 212, 221 and 222 can implement one
protocol such as Ethernet and others of the Physical Ports
211, 212, 221 and 222 can implement a different protocol
such as Fibre Channel. Thus, the Access Switch 200 can be in
communication with multiple peripheral processing devices
using homogeneous or heterogeneous physical layers and/or
protocols via the Physical Ports 211, 212, 221 and 222.

The Physical Port 231 can be configured to be in commu-
nication with other access switches via a communications
network such as a switch fabric (e.g., the Communications
Network 110). The Physical Port 231 can be part of one or
more network interface devices (e.g., a 40 Gigabit (Gb) Eth-
ernet interface, a 100 Gb Ethernet interface, etc.) through
which the Access Switch 200 can send signals to and/or
receive signals from a communications network. The signals
can be sent to and/or received from the communications net-
work via an electrical link, an optical link and/or a wireless
link operatively coupled to the Access Switch 200. In some
embodiments, the Access Switch 200 can be configured to
send signals to and/or receive signals from the communica-
tions network based on one or more protocols (e.g., an Eth-
ernet protocol, a multi-protocol label switching (MPLS) pro-
tocol, a Fibre Channel protocol, a Fibre-Channel-over
Ethernet protocol, an Infiniband-related protocol).

In some embodiments, the Physical Port 231 can imple-
ment a different physical layer and/or protocol than those
implemented at the Physical Ports 211, 212, 221 and 222. For
example, the Physical Port 211, 212, 221 and 222 can be
configured to communicate with peripheral processing
devices using a data link layer protocol based on data packets
and the Physical Port 231 can be configured to communicate
via a switch fabric using a data link layer protocol based on
data cells. Said differently, the Access Switch 200 can be an
edge device of a network switch such as a distributed network
switch.

In some embodiments, the Access Switch 200 can be con-
figured to prepare a data packet (e.g., an Ethernet frame
and/or packet) to enter a data plane portion of a communica-
tions network (e.g., the Communications Network 110). For
example, the Access Switch 200 can be configured to for-
ward, classify, and/or modify the packet encapsulation (e.g.,
modify, add and/or remove a header portion, footer portion
and/or any other identifier included within the data packet) of
a data packet prior to sending the data packet to the commu-
nications network. Additionally, the Access Switch 200 can
be configured to partition and/or divide the data packet into
data cells (e.g., having fixed length payloads) prior to sending
the data cells to the switch fabric. Additional details related to
packet classification are described in U.S. patent application
Ser. No. 12/242,168 entitled “Methods and Apparatus
Related to Packet Classification Associated with a Multi-
Stage Switch,” filed Sep. 30, 2008, and U.S. patent applica-
tion Ser. No. 12/242,172, entitled “Methods and Apparatus
for Packet Classification Based on Policy Vectors,” filed Sep.
30, 2008, both of which are incorporated herein by reference
in their entireties.

FIG. 3 is a schematic illustration of a compute device of a
switch fabric system, according to another embodiment.
More specifically, FIG. 3 is a system block diagram of a
Compute Device 300 substantially similar to the Compute
Device 160 described in connection with FIG. 1 above,
according to an embodiment. The Compute Device 300
includes a Processor 310, a Memory 320, and a Communica-
tions Interface 330. The Processor 310 is operatively coupled
to the Memory 320 and the Communications Interface 330.
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The Compute Device 300 can communicate with other com-
pute devices, peripheral processing devices and/or access
switches via the Communications Interface 330.

As illustrated in FIG. 3, the Compute Device 300 can host
a Network Control Entity (“NCE”) 322 and a Network Man-
agement Module 324 similar to the Network Control Entity
191 and the Network Management Module (“NMM”) 155,
respectively of FIG. 1. In other words, the NCE 322 and the
NCE 324 can each be one of a process, application, virtual
machine, and/or some other software module (executing in
hardware) or a hardware module that is executed at the Com-
pute Device 300. In some embodiments, for example, instruc-
tions that implement the NCE 322 and/or the NMM 324 can
be stored at the Memory 320 and executed at the Processor
310.

In some embodiments, the Compute Device 300 can be
dedicated to hosting the NCE 322 and/or the NMM 324. In
other words, the Compute Device 300 can allocate all or
substantially all of its computing resources (e.g., processing
capacity and memory) to the NCE 322 and/or the NMM 324.
In some embodiments, the Compute Device 300 can host
other processes, applications, virtual machines, and/or soft-
ware modules (executing in hardware) in addition to the NCE
322 and/or the NMM 324. For example, the Compute Device
300 can be a general purpose compute device or compute
node that is configured to host multiple processes, applica-
tions, virtual machines, and/or software modules.

FIG. 4 is a diagram of a set of configuration files for a
switch fabric system and multiple resource groups and
VLANSs of the switch fabric system, according to another
embodiment. More specifically, FIG. 4 illustrates a Set of
Configuration files 400 that includes a Switch Fabric Con-
figuration File 401 and Resource Group Configuration Files
410, 420, 430 and 440. The Switch Fabric Configuration File
401 includes Switch Fabric Configuration Information 405.
Resource Group 161 Configuration File 410 includes
Resource Group 161 Configuration Information 415, which
includes configuration information associated with the
Resource Group 161 and the Switch Fabric Configuration
Information 405. Resource Group 163 Configuration File 420
includes Resource Group 163 Configuration Information
425, which includes configuration information associated
with the Resource Group 163 and the Switch Fabric Configu-
ration Information 405. Resource Group 162 Configuration
File 430 includes Resource Group 162 Configuration Infor-
mation 435, which includes configuration information asso-
ciated with the Resource Group 162 and the Resource Group
161 Configuration Information 415. Resource Group 163
Configuration File 440 includes Resource Group 164 Con-
figuration Information 445, which includes configuration
information associated with the Resource Group 164 and the
Resource Group 163 Configuration Information 425.

In some embodiments, the Switch Fabric Configuration
Information 405 included in the Switch Fabric Configuration
File 401 can include configuration information associated
with a switch fabric system, such as the Switch Fabric System
100 discussed in connection with FIG. 1 above. The Switch
Fabric Configuration Information 405 can include, for
example, a list, hierarchy and/or topology of one or more
VLANSs and/or resource groups defined within a switch fabric
system. The list, hierarchy and/or topology can optionally
include identifier information, logical and/or physical
address information, physical location information and/or
other information associated with the one or more VLANs
and/or resource groups. In some embodiments, the Switch
Fabric Configuration Information 405 can include informa-
tion associated with a total number of network resources
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included in a switch fabric system. This information can
include, for example, a total number of each type of network
resource included in the switch fabric system. The Switch
Fabric Configuration Information 405 can further include
network portion assignment information, port assignment
information and peripheral processing device information.
The network portion assignment information can include, for
example, information sufficient to define the one or more
resource groups or VLLANs. The port assignment information
can include, for example, association of one or more physical
ports of the switch fabric system with one or more NCEs. The
peripheral processing device information can include, for
example, identifier, logical and/or physical address, storage
capacity, and/or other information associated with one or
more peripheral processing devices included in and/or opera-
tively coupled to the switch fabric system.

The Resource Group 161 Configuration Information 415
can include information associated with a set of network
resources included in the Resource Group 161 (similar to the
Resource Group 161 discussed in connection with FIG. 1
above). This information can include, for example, informa-
tion associated with one or more VLANs of which one or
more network resources included in the Resource Group 161
is a part, such as the VLAN 161'. The VL AN information can
include a VL AN identifier and/or other VL AN configuration
information.

The Resource Group 161 Configuration Information 415
can further include configuration information associated with
the one or more network resources included in both the
Resource Group 161 and the VLAN 161'. For example, one or
more network resources can include the NCE 192 instantiated
at the Access Switch 120. As shown in FIG. 4, configuration
information associated with the NCE 192 can include an
identifier of the NCE 192 and/or a list of physical ports
associated with the NCE 192. The identifier of the NCE 192
can be based at least in part on an identifier of the Resource
Group 161 and an identifier of the VLAN 161", such as a name
of the Resource Group 161 and a layer-2 identifier of the
VLAN 161'". For example, the identifier of the NCE 192 can
include a prepended identifier portion corresponding to an
identifier of the Resource Group 161 and an identifier of the
VLAN 161", followed by a logical and/or physical address of
the NCE 192. In this manner, the identifier of the NCE 192
can be globally unique across the switch fabric system. In
some embodiments, each network resource included in the
Resource Group 161 can have an identifier including the
prepended identifier portion corresponding to the name of the
Resource Group 161 and the identifier of the VLAN 161". In
this manner, each network resource included in the Resource
Group 161' can have a globally unique identifier and thereby
be distinguishable across the switch fabric system.

The Resource Group 161 Configuration Information 415
can also include the Switch Fabric Configuration Information
405. The Switch Fabric Configuration Information 405 can
include the information described above. In some embodi-
ments, the Switch Fabric Configuration Information 405 can
be included in the Resource Group 161 Configuration Infor-
mation 415 via one or more dynamic links or “include” state-
ments. In such embodiments, instead of including a copy of
the Switch Fabric Configuration Information 405 as it exists
at the time of the definition of the Resource Group 161 Con-
figuration Information 415, the dynamic link or “include”
statement can dynamically insert a current version of the
Switch Fabric Configuration Information 405 into the
Resource Group 161 Information 415 whenever the Resource
Group 161 Configuration File 410 is accessed and/or evalu-
ated. In this manner, any change(s) made to the Switch Fabric



US 9,106,527 B1

11

Configuration Information 405 can be programmatically
propagated through to the Resource Group 161 Configuration
File 410. As such, any network resources (e.g., access
switches, physical ports, NCEs, etc.) associated with the
Resource Group 161 Configuration File 415 can access con-
figuration settings associated with the switch fabric without
manual re-entry and/or copying of the Switch Fabric Con-
figuration Information 405 into the Resource Group 161 Con-
figuration File 410.

The Resource Group 162 Configuration Information 435
can include configuration information associated with a set of
network resources included in the Resource Group 162 (dis-
cussed in connection with FIG. 1 above). This information
can include, for example, information associated with the
VLAN 161", inasmuch as one or more network resources
included in the Resource Group 162 is included in the VLAN
161'. The VLAN information can be similar to the VLAN
information described in connection with the Resource
Group 161 Configuration Information 415 above. This infor-
mation can also include, for example, a list, hierarchy, topol-
ogy and/or mapping of network resources included in the
Resource Group 162. In this manner, any network resource
referencing the Resource Group 162 Configuration File 430
can reference information associated with the network
resources included in the Resource Group 162.

As shown in FIG. 1, the Resource Group 162 can be a
subset of network resources included in the Resource Group
161. As such, as shown in FIG. 4, the Resource Group 162
Configuration Information 435 can dynamically reference
and/or include the Resource Group 161 Configuration Infor-
mation 415. In this manner, each network resource from the
Resource Group 162 can reference configuration information
associated with its “parent” group, i.e., the Resource Group
161. Such configuration information can optionally apply to
each such network resource included in the Resource Group
162, inasmuch as each such network resource can inherit one
or more configuration settings and/or properties associated
with the Resource Group 161. In some embodiments, as
specified by the Resource Group 162 Configuration Informa-
tion 435, each network resource from the Resource Group
162 can have a network identifier including a prepended
identifier portion specifying an identifier of the Resource
Group 161, an identifier of the Resource Group 162 and an
identifier of the VLLAN 161' (in which that network resource
is included). In this manner, each network resource included
in the Resource Group 162 can be globally identifiable across
the switch fabric system. Alternatively, one or more resources
included in the Resource Group 162 can have an identifier
defined based on some other combination of a layer-2 ID, an
identifier of the VLAN 161", an identifier of the Resource
Group 161 and/or an identifier of the Resource Group 162.

Although not discussed in further detail herein, as shown in
FIG. 4, the Resource Group 163 Configuration Information
425 can include similar information associated with the one
or more network resources included in the Resource Group
163 within the switch fabric system, along with a dynamic
link, reference or include statement that includes the Switch
Fabric Configuration Information 405. The Resource Group
164 Configuration Information 445 can include similar infor-
mation associated with the one or more network resources
included in the Resource Group 164 within the switch fabric
system, along with a dynamic link, reference or include state-
ment that includes the Resource Group 163 Configuration
Information 425.

As is clear from the various levels of information encap-
sulation present within the Switch Fabric Configuration File
401, the Resource Group 161 Configuration File 410 and the
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Resource Group 162 Configuration File 430, the Set of Con-
figuration Files 400 includes a hierarchical arrangement of
configuration information associated with a switch fabric
system. Thus, reference to a configuration file for a particular
hierarchical level within the switch fabric system (such as at
the switch fabric or resource group level) includes reference
to configuration information associated with each network
resource included both at that level within the particular
switch fabric or resource group, and one or more levels
“above”. This inheritance thus allows for more efficient
updating of configuration information and files, as changes to
a particular configuration file for a given VL AN, resource
group and/or network resource can be dynamically and/or
programmatically propagated (e.g., without the repeated
manual input of a network administrator) through to configu-
ration files for another VL. AN, resource group and/or network
resource included at one or more levels “below” in the switch
fabric hierarchy.

FIG. 5 is a schematic illustration of a switch fabric system
that receives and distributes updated configuration informa-
tion throughout the switch fabric, according to another
embodiment. More specifically, FIG. 5 illustrates a Commu-
nications Network 510 physically and/or operatively coupled
to a Compute Device 520 and Access Switches 530, 532 and
534. The Access Switch 530 is physically and/or operatively
coupled to Peripheral Processing Device 551, the Access
Switch 532 is physically and/or operatively coupled to a
Peripheral Processing Device 553, and the Access Switch 534
is physically and/or operatively coupled to a Peripheral Pro-
cessing Device 555. The Compute Device 520 includes a
Network Management Module (“NMM”) 522 and is coupled
to a Configuration Database 570. The Access Switches 530,
532 and 534 include NCEs 582, 584 and 586, and Physical
Ports 540-543, 544-546 and 547-549, respectively. The
Physical Port 540 is coupled to the Peripheral Processing
Device 551, the Physical Port 545 is coupled to the Peripheral
Processing Device 553 and the Physical Port 549 is coupled to
the Peripheral Processing Device 555. The NCE 582 is asso-
ciated with the Physical Ports 540-543, the NCE 584 is asso-
ciated with the Physical Ports 544-546 and the NCE 586 is
associated with the Physical Ports 547-549.

The Communications Network 510, the Access Switches
530, 532, 534, the NCEs 582, 584, 586, the Physical Ports
540-543, 544-546, 547-549, the Compute Device 520, the
Peripheral Processing Devices 530, 532, 534 and the NMM
522 can each be substantially similar to their like-named
counterparts discussed in connection with FIG. 1 above.

The Configuration Database 570 can be any combination
of hardware and/or software (executing in hardware) config-
ured to receive and store configuration information associated
with the Switch Fabric System 500. As shown in FIG. 5, the
Configuration Database 570 can be operatively and/or physi-
cally coupled to the NMM 522 instantiated at the Compute
Device 520. In some embodiments, the Configuration Data-
base 570 can be any relational database, such as an Oracle,
Sybase, MySQL, PostgreSQL, SQL Server, or other rela-
tional database. In some embodiments, the Configuration
Database 570 can include a physical memory, such as one or
more hard disk and/or flash memory-based storage memo-
ries.

The NMM 522 defines a Resource Group 561 that includes
the Access Switch 530 and 532, the Peripheral Processing
Devices 551 and 553, the NCEs 582 and 584 and the Physical
Ports 540-543 and 544-546. The NMM 522 also defines a
Resource Group 562 that includes the Access Switch 534, the
Peripheral Processing Device 555, the NCE 586 and the
Physical Ports 547-549.
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As shown in FIG. 5, the NMM 522 instantiated at the
Compute Device 520 receives a Signal 590. The Signal 590
can include configuration information associated with a net-
work resource and/or device included in a specified resource
group of the Switch Fabric System 500 (such as a network
resource and/or device included in the Resource Group 561 or
the Resource Group 562). The Signal 590 can be based at least
in part on user input. For example, a user or administrator of
the Resource Group 561 (or a portion thereof) can enter one or
more configuration changes associated with one or more ele-
ments of the Resource Group 561 via, for example, a con-
figuration interface, system or application (not shown in FIG.
5). In this example, the configuration interface, system, or
application can present the user or administrator with con-
figuration information and/or edit options associated with the
Resource Group 561 only. In this manner, the configuration
interface can present the configuration information and/or
edit options such that the user or administrator perceives that
he/she is providing updated configuration information asso-
ciated with a single hardware-based system—when in fact the
configuration information is associated with one or more
physical and/or logical entities (e.g., thousands of logical
entities) distributed and/or instantiated across one or more
physical devices (e.g., hundreds or thousands of physical
entities) included in the Switch Fabric System 500. In some
embodiments, the configuration information included in the
Signal 590 can be based at least in part on a predefined,
predetermined and/or scheduled configuration change. In
such embodiments, the configuration information and/or
changes included in the Signal 590 can be generated by, for
example, another compute device or other network resource
or device not shown in FIG. 5.

The NMM 522 can next make one or more configuration
changes to one or more network resources included in the
Switch Fabric System 500 based on the contents of the Signal
590. For example, the NMM 522 can change the configura-
tion of one or more VL ANs and/or resource groups defined
within the Switch Fabric System 500 by adding or removing
one or more network resources from within a given VL AN or
resource group. In some embodiments, the NMM 522 can,
based on the contents of the Signal 590, rename one or more
network resources, define a new NCE instance, associate one
or more of the Physical Ports 540-549 with a particular NCE
from the NCEs 582, 584, 586, etc.

The NMM 522 can optionally update a master configura-
tion file or root configuration file (not shown in FIG. 5)
associated with the Switch Fabric System 500. For example,
as shown in FIG. 4 above, the NMM 522 can update a con-
figuration file associated with the entire Switch Fabric Sys-
tem 500 (e.g., the Switch Fabric Configuration File 401). In
some embodiments, this master configuration file can include
configuration information associated with both the Switch
Fabric System 500 as a whole (e.g., the Switch Fabric Con-
figuration Information 405 of FIG. 4) and configuration infor-
mation associated with one or more resource groups defined
by the NMM or other entity of the Switch Fabric System 500
(e.g., the Resource Group 161 Configuration Information 415
of FIG. 4). In this manner, the NMM 522 can maintain a
hierarchical configuration file associated with each network
resource included in the Switch Fabric System 500. In some
embodiments, the master configuration file can include one or
more references that each include and/or link to one or more
other configuration files associated with a resource group,
VLAN and/or other network resource included in the Switch
Fabric System 500. In such embodiments, as each such other
configuration file changes, each change will be automatically
reflected in the master configuration file, inasmuch as the
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master configuration file dynamically includes the contents of
each referenced configuration file when the master configu-
ration file is evaluated, output and/or accessed by another
network resource, a uset, etc. Said differently, the NMM 522
can, in response to the Signal 590, update relevant configu-
ration information for a given device or network element by
updating a single configuration file associated with that
device or network element. Then, based on the configuration
file inheritance described above, the updated configuration
information can be inherited by and/or propagated through to
one or more other configuration files associated with other
network devices and/or elements included in the Switch Fab-
ric System 500. In this manner, the NMM 522 can make a
resource-group-wide and/or system-wide update to the con-
figuration information for a given device or network element
by making an update to a single configuration file associated
with that device or network element. Consequently, configu-
ration information for the remaining unaftected devices or
network elements need not be updated, and updated configu-
ration information is sent or deployed only to the affected
devices or network resources.

Prior to sending the updated configuration information, the
NMM 522 can determine whether any conflicts exist (1)
within the updated configuration information for a given net-
work device or element and/or (2) between the configuration
information for two or more network devices, elements and/
or resource groups. For example, the NMM 522 can deter-
mine whether the updated configuration information for a
given access switch (such as the Access Switch 532) involves
allocation and/or use of a greater number of physical ports
than currently exist on the given access switch. Alternatively,
the NMM 522 can determine whether the updated configura-
tion information for the given access switch involves alloca-
tion and/or use of a first number of physical ports that, when
combined with a second number of physical ports of the
access switch already allocated to another resource group,
exceeds the number of physical ports existing and/or instan-
tiated at the given access switch.

In either or both of the above examples, the NMM 522 can
optionally ignore the one or more conflicts and proceed to
send the updated configuration information as discussed
below. Alternatively, the NMM 522 can resolve the conflict-
ing configuration information and/or one or more resource
allocation issues occasioned by the conflicting information.
For example, the NMM 522 can allocate additional ports
existing and/or instantiated at one or more other access
switches to provide sufficient ports for the two resource
groups. Alternatively, the NMM 522 can resolve the conflict-
ing configuration information by, for example, moving a por-
tion of (or all) allocated ports for the first resource group
and/or the second resource group to one or more other access
switches. In this manner, the NMM 522 can ensure conform-
ance with the updated configuration information by alloca-
tion and/or re-allocation of logical network resources across
one or more physical network elements and/or devices.

The NMM 522 can send updated configuration informa-
tion associated with a specific resource group and/or the
Switch Fabric System 500 to the Configuration Database 570.
The updated configuration information can also be included
in the Signal 591 and can be based on the contents of the
Signal 590. In some embodiments, the updated configuration
information included in the Signal 591 can include a com-
plete set of configuration settings for a portion of or all
resources included in the Switch Fabric System 500. Alter-
natively, the updated configuration information can include
only a portion of changes or edits to configuration informa-
tion associated with a specific resource group and/or the
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Switch Fabric 500. Upon receipt of the Signal 591, the Con-
figuration Database 570 can store the updated configuration
information at a memory for later reference and/or use.

The NMM 522 can provide each NCE currently instanti-
ated in the Switch Fabric System 500 with the updated con-
figuration information described above. As shown in FIG. 5,
the NMM 522 can send the Signals 591-593 to the NCEs 582,
584 and 586, respectively. Each of the Signals 591-593 can
include at least a portion of the updated configuration infor-
mation included in the Signal 590 as discussed above. Upon
receipt of the updated configuration information, each of the
NCEs 582, 584 and 586 can update a configuration file asso-
ciated with a resource group or resource group portion with
which that NCE is associated (e.g., the Resource Group 161
Configuration File 410 or the Resource Group 164 Configu-
ration File 440 discussed in connection with FIG. 4). For
example, upon receipt of the updated configuration informa-
tion, the NCE 582 can update a configuration file associated
with the Resource Group 561. In this manner, each such
configuration file can be maintained in a current and accurate
state by the NMM 522 and the NCEs 582, 584 and 586.

In some embodiments, the master configuration file
described above can thus be programmatically and automati-
cally updated, inasmuch as the master configuration file
includes one or more references designed to dynamically
include the contents of each configuration files associated
with a resource group, VL AN, and/or other network resource
included in the Switch Fabric System 500. In this manner, the
master configuration file can be maintained in a current and
accurate state by the NMM 522 and the NCEs 582, 584 and
586.

FIG. 6 is a flow chart that illustrates a method of supplying
updated configuration information to one or more network
resources, according to another embodiment. A network
management module (“NMM”) can receive updated configu-
ration information associated with one or more network
resources included in a switch fabric system, at 600. The
NMM can be any combination of hardware and/or software
(executing in hardware) instantiated and/or present at a net-
work device. For example, the NMM can be a software mod-
ule instantiated and executing at a compute node of a switch
fabric system. The NMM can be configured to manage ele-
ments and/or functionality of a control plane of the switch
fabric system, including, for example, provisioning of net-
work control entities, defining resource groups and/or
VLAN:S, etc. The configuration information can be identity
information, physical and/or logical address information,
VLAN and/or resource group membership information, per-
formance metric information, etc. The configuration informa-
tion can be associated with one or more network resources
included in the switch fabric system, such as configuration
information associated with one or more interfaces (i.e.,
physical ports), NCEs, resource groups, VLLANS, etc.

The NMM can update stored configuration information
associated with the switch fabric system based on the updated
configuration information (received at 600), at 610. For
example, the NMM can update one or more configuration
files associated with one or more network resources included
in the switch fabric system. In some embodiments, the NMM
can additionally change one or more settings or parameters of
the NMM itself based on the updated configuration informa-
tion.

The NMM can store the updated configuration information
at a memory coupled to the NMM, at 620. For example, the
NMM can send one or more signals or commands to a con-
figuration database, the signals or commands configured to
update one or more configuration records based on the
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updated configuration information. The configuration data-
base can be, for example, a series of one or more files or
records stored at a memory located at the same physical
device as the network management module. The configura-
tion database can alternatively be a relational or other data-
base system physically located at a separate device opera-
tively coupled to the device at which the network
management module is instantiated. In some embodiments,
the NMM can send one or more signals to one or more
network resources, such as one or more NCEs. The signals
can include at least a portion of the updated configuration
information associated with that NCE and one or more net-
work resources associated with that NCE. Accordingly, each
recipient NCE can update one or more configuration files
associated with a resource group and/or VLAN with which
that NCE is associated or of which that NCE is a member.

The NMM can receive a configuration information query
from a network resource included in the switch fabric system,
at 630. For example, the NMM can receive a query from an
NCE instantiated at an access switch of the switch fabric
system. The query can be received via one or more data
frames and/or data packets sent via one or more access
switches of the switch fabric system and/or one or more
switch devices, such as a multi-stage switch fabric. In some
embodiments, the query can be formatted in one or more
Extensible Markup Language (XML) queries or files.

Because the NCE already has access to configuration infor-
mation associated with a resource group of which it is a
member (per the step 620 described above), the query can
include a request for information associated with another
resource group or VLAN of which the NCE is not a member.
Additionally or alternatively, the query can include a request
for information associated with a higher-level in the switch
fabric hierarchy, such as information associated with the
entire switch fabric system, with the NMM itself, etc.

The NMM can supply updated configuration information
to be combined with configuration information for the net-
work resource, at 640. In some embodiments, the NMM can
send one or more data frames and/or packets to the requesting
network resource. The NMM can send the responsive data
frames and/or packets via, for example, one or more access
switches and/or switching devices of the switch fabric. Based
on the responsive data frames and/or packets, the requesting
network resource can perform one or more operations and/or
make one or more configuration changes.

FIG. 7 is a flow chart that illustrates a method of querying
one or more network resources for updated configuration
info' cation associated with those network resources, accord-
ing to another embodiment.

A network management module (“NMM”) associated with
a switch fabric system can receive updated configuration
information, at 700. The NMM can be a hardware-based
module and/or software-based module (executing in hard-
ware) located and/or instantiated at a compute node or other
server node of the switch fabric system. The NMM can
receive the updated configuration information via user input
or from another network device. In some embodiments, the
NMM can receive the updated configuration information via
another network or via a remote link. The updated configu-
ration information can be configuration information associ-
ated with one or more network resources of the switch fabric
system, such as one or more NCEs, VLLANSs, resource groups,
or other network resources. The configuration information
can include, for example, identifier information, physical
and/or logical address information, VLAN and/or resource
group topology or hierarchy information, etc. The configura-
tion information can further include network portion assign-
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ment information, port assignment information and periph-
eral processing device information. The network portion
assignment information can include, for example, informa-
tion sufficient to define the one or more resource groups or
VLANSs. The port assignment information can include, for
example, association of one or more physical ports of the
switch fabric system with one or more NCEs. The peripheral
processing device information can include, for example,
identifier, logical and/or physical address, storage capacity,
and/or other information associated with one or more periph-
eral processing devices included in and/or operatively
coupled to the switch fabric system.

Based on the updated configuration information (received
at 700), the NMM can next update one or more configuration
settings associated with the switch fabric system, at 710. For
example, the NMM can update a logical address of an NCE
instantiated at an access switch included in the switch fabric
system. The NMM can also, for example, update one or more
settings of the compute node at which it is instantiated.

The NMM can, at a first time, send updated configuration
information associated with one or more NCEs of the switch
fabric system, at 720. For example, the NMM can send a
portion of the received configuration information to one or
more NCEs included in the switch fabric system to which that
portion of the configuration information pertains. The NMM
can optionally send the portion of configuration information
via one or more Border Gateway Protocol (BGP) packets
and/or frames. Upon receipt of the portion of the configura-
tion information, each NCE from the one or more NCEs can
accordingly update a configuration file associated with a
resource group of which that NCE is a member.

In some embodiments, a first network device (such as an
access switch included in the switch fabric system) can send
a first data frame and/or packet to a second network device
included in the switch fabric system, based at least in part on
the updated configuration information. For example, a first
access switch can be included in a second resource group, the
second resource group being included in a first resource
group. Based at least in part on an updated identifier of the
first resource group indicated by the updated configuration
information, the first access switch can send a first data packet
and/or frame to a second access switch included in the switch
fabric system. The updated identifier can, for example, be
included in a set of source information included in the first
data packet and/or frame sent from the access switch.

The NMM can send, at a second time, a configuration
information query to one or more NCEs of the switch fabric
system, at 730. Because one or more configuration settings
associated with the one or more NCEs may have changed
since the first time, the NMM can maintain a current and
accurate record of configuration information associated with
each of the NCEs by regularly querying for the configuration
information associated with that NCE. For example, the
NMM can send, on a periodic basis, one or more BGP-
formatted configuration queries to one or more NCFEs instan-
tiated at one or more access switches of the switch fabric
system.

The NMM can receive current configuration information
from the one or more NCEs, at 740. In some embodiments,
the NMM can combine the received, current configuration
information for the one or more NCEs with current configu-
ration information of the switch fabric system to generate a
complete record of configuration information for every net-
work resource included in the switch fabric system. In some
embodiments, the NMM can combine the information within
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a single, hierarchical configuration file such as the Switch
Fabric Configuration File 401 discussed in connection with
FIG. 4 above.

In some embodiments, the first network device (such as the
first access switch described above) can send a second data
frame and/or packet to the second network device included in
the switch fabric system, based at least in part on a change to
the configuration information associated with the first
resource group. For example, the first access switch can send
a second data packet and/or frame to the second access switch
included in the switch fabric system. The second data packet
and/or frame can, for example, be routed to the second access
switch based at least in part on the change to configuration
information associated with the first resource group, such as
a change to an identifier of the first resource group, an altered
configuration of access switches and/or ports included in the
first resource group, etc.

FIG. 8 is a diagram of a set of configuration files associated
with a switch fabric system and multiple resource groups,
according to another embodiment. More specifically, FIG. 8
illustrates a Set of Configuration Files 800 that includes a
Switch Fabric Configuration File 801 and Resource Group
Configuration Files 810, 820, 830 and 840. The Switch Fabric
Configuration File 801 includes Switch Fabric Configuration
Information 805, Resource Group 161 Configuration Infor-
mation 815 and Resource Group 163 Configuration Informa-
tion 825. Resource Group Configuration File 810 includes
Resource Group 161 Configuration Information 815, which
includes configuration information associated with the
Resource Group 161 and Resource Group 162 Configuration
Information 835. Resource Group 163 Configuration File 820
includes Resource Group 163 Configuration Information
825, which includes configuration information associated
with the Resource Group 163 and Resource Group 164 Con-
figuration Information 845. Resource Group Configuration
File 830 includes Resource Group 162 Configuration Infor-
mation 835, which includes information associated with the
Resource Group 162. Resource Group Configuration File 840
includes Resource Group 164 Configuration Information
845, which includes information associated with the
Resource Group 164.

In some embodiments, the Switch Fabric Configuration
Information 805 included in the Switch Fabric Configuration
File 801 can include configuration information associated
with a switch fabric system, such as the Switch Fabric System
100 discussed in connection with FIG. 1 above. The Switch
Fabric Configuration Information 805 can include, for
example, a list, hierarchy or topology of one or more VLLANs
and/or resource groups defined within a switch fabric system.
The list, hierarchy or topology can optionally include identi-
fier, logical and/or physical address, physical location and/or
other information associated with the one or more VLANs
and/or resource groups. In some embodiments, the Switch
Fabric Configuration Information 805 can include informa-
tion associated with a total number of network resources
included in a switch fabric system. This information could
include, for example, a total number of each type of network
resource included in the switch fabric system. The Switch
Fabric Configuration Information 805 can also include per-
formance metrics associated with a switch fabric, such as a
number of packets and/or frames sent within a given time
period, an average number of packets and/or frames sent, a
total and/or average of dropped packets and/or frames, sent
within the switch fabric system, etc. The Switch Fabric Con-
figuration Information 805 can further include network por-
tion assignment information, port assignment information
and peripheral processing device information. The network
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portion assignment information can include, for example,
information sufficient to define the one or more resource
groups or VLANs. The port assignment information can
include, for example, association of one or more physical
ports of the switch fabric system with one or more NCEs. The
peripheral processing device information can include, for
example, identifier, logical and/or physical address, storage
capacity, and/or other information associated with one or
more peripheral processing devices included in and/or opera-
tively coupled to the switch fabric system.

The Resource Group 161 Configuration Information 815
can include information associated with a set of network
resources included in the Resource Group 161 (similar to the
Resource Group 161 discussed in connection with FIG. 1
above). This information can include, for example, informa-
tion associated with one or more VLANs of which one or
more network resources included in the Resource Group 161
is a part, such as the VLLAN 161'. The VL AN information can
include a VL AN identifier and/or other VL AN configuration
information.

The Resource Group 161 Configuration Information 815
can further include configuration information associated with
the one or more network resources included in both the
Resource Group 161 and the VLAN 161'. For example, the
one or more network resources can include the NCE 192
instantiated at the Access Switch 120. As shown in FIG. 8,
configuration information associated with the NCE 192 can
include an identifier of the NCE 192. This identifier of the
NCE 192 can be based at least in part on an identifier of the
Resource Group 161 and an identifier of the VLAN 161', such
as a name of the Resource Group 161 and a layer-2 identifier
of'the VLAN 161'. For example, the identifier of the NCE 192
can include a prepended identifier portion corresponding to a
name of the Resource Group 161 and an identifier of the
VLAN 161", followed by a logical and/or physical address of
the NCE 192. In this manner, the identifier of the NCE 192
can be globally unique across the switch fabric system. In
some embodiments, each network resource included in the
Resource Group 161 can have an identifier including the
prepended identifier portion corresponding to the name of the
Resource Group 161 and the identifier of the VLAN 161'". In
this manner, each network resource included in the Resource
Group 161' can be globally unique and distinguishable across
the switch fabric system.

The Resource Group 161 Configuration Information 815
can also include the Resource Group 162 Configuration
Information 835. The Resource Group 162 Configuration
Information 835 can include information associated with a set
of network resources included in the Resource Group 162
(discussed in connection with FIG. 1 above). This informa-
tion can include, for example, information associated with the
VLAN 161", inasmuch as one or more network resources
included in the Resource Group 162 is included in the VLAN
161'. The VLAN information can be similar to the VLAN
information described in connection with the Resource
Group 161 Configuration Information 815 above. As shown
in FIG. 1, the Resource Group 162 can be a subset of network
resources included in the Resource Group 161. As such, as
shown in FIG. 8, the Resource Group 162 Configuration
Information 835 can be included in the Resource Group 161
Configuration Information 815, and each network resource
from the Resource Group 162 can have a network identifier
including a prepended identifier portion specifying both a
name of the Resource Group 162 and an identifier of the
VLAN 161' (in which that network resource is included). In
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this manner, each network resource included in the Resource
Group 162 can be globally identifiable across the switch
fabric system.

As shown in FIG. 8, the Set of Configuration Files 800 can
also include the Resource Group 161 Configuration File 810.
The Resource Group 161 Configuration File 810 can include
the Resource Group 161 Configuration Information 815
described above, which can include the Resource Group 162
Configuration Information 835 also described above. The
Resource Group 162 Configuration file 830 can also include
the Resource Group 162 Configuration Information 835.
Although not discussed in further detail herein, as shown in
FIG. 8, the Resource Group 163 Configuration Information
825 can include similar information associated with the one
or more network resources included in the Resource Group
163 within the switch fabric system.

As is clear from the various levels of information encap-
sulation present within the Switch Fabric Configuration File
801, the Resource Group 161 Configuration File 810 and the
Resource Group 162 Configuration File 830, the Set of Con-
figuration Files 800 includes a hierarchical arrangement of
configuration information associated with a switch fabric
system. Thus, reference to a configuration file for a particular
hierarchical level within the switch fabric (such as at the
switch fabric or resource group level) includes reference to
configuration information associated with each network
resource included at any level within the particular switch
fabric or resource group. This inheritance thus allows for
more efficient storage of switch fabric resource configuration
information, avoiding the need to store and/or record configu-
ration information for a particular network resource in more
than one configuration file and/or physical memory storage
location.

Some embodiments described herein relate to a computer
storage product with a non-transitory computer-readable
medium (also can be referred to as a non-transitory processor-
readable medium) having instructions or computer code
thereon for performing various computer-implemented
operations. The computer-readable medium (or processor-
readable medium) is non-transitory in the sense that it does
not include transitory propagating signals per se (e.g., a
propagating electromagnetic wave carrying information on a
transmission medium such as space or a cable). The media
and computer code (also can be referred to as code) may be
those designed and constructed for the specific purpose or
purposes. Examples of non-transitory computer-readable
media include, but are not limited to: magnetic storage media
such as hard disks, floppy disks, and magnetic tape; optical
storage media such as Compact Disc/Digital Video Discs
(CD/DVDs), Compact Disc-Read Only Memories (CD-
ROMs), and holographic devices; magneto-optical storage
media such as optical disks; carrier wave signal processing
modules; and hardware devices that are specially configured
to store and execute program code, such as Application-Spe-
cific Integrated Circuits (ASICs), Programmable Logic
Devices (PLDs), Read-Only Memory (ROM) and Random-
Access Memory (RAM) devices.

Examples of computer code include, but are not limited to,
micro-code or micro-instructions, machine instructions, such
as produced by a compiler, code used to produce a web
service, and files containing higher-level instructions that are
executed by a computer using an interpreter. For example,
embodiments may be implemented using Java, C++, or other
programming languages (e.g., object-oriented programming
languages) and development tools. Additional examples of
computer code include, but are not limited to, control signals,
encrypted code, and compressed code.
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While various embodiments have been described above, it
should be understood that they have been presented by way of
example only, not limitation, and various changes in form and
details may be made. Any portion of the apparatus and/or
methods described herein may be combined in any combina-
tion, except mutually exclusive combinations. The embodi-
ments described herein can include various combinations
and/or sub-combinations of the functions, components and/or
features of the different embodiments described. For
example, in some embodiments an access switch and a
peripheral processing device in a switch fabric can be
included in a single hardware device or module.

What is claimed is:

1. An apparatus, comprising:

aprocessor of a network device that is operatively coupled

to a switch fabric, the processor configured to execute a
network management module; and

the network management module configured to store a first

set of configuration information associated with a first
set of network resources, the first set of network
resources being a subset of a second set of network
resources, the second set of network resources being
included in a virtual local area network from a plurality
of virtual local area networks, the plurality of virtual
local area networks being defined within the switch fab-
ric,

the first set of configuration information dynamically

including at least a second set of configuration informa-
tion associated with each network resource from the
second set of network resources, the first set of configu-
ration information including configuration information
not included in the second set of configuration informa-
tion.

2. The apparatus of claim 1, wherein the network manage-
ment module is configured to send the first set of configura-
tion information to at least one network resource from the first
set of network resources, the at least one network resource
hosted at an access switch operatively coupled to a data plane
portion of the switch fabric.

3. The apparatus of claim 1, wherein the network manage-
ment module and at least one network resource from the
second set of network resources are configured to execute at
a single physical device, the at least one network resource
being a network control entity within a control plane of the
switch fabric.

4. The apparatus of claim 1, wherein the network manage-
ment module is configured to receive the second set of con-
figuration information in an Extensible Markup Language
(XML) file.

5. The apparatus of claim 1, wherein each network resource
included in the second set of network resources is a network
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control entity within a control plane of the switch fabric and
configured to execute at one of:

an access switch operatively coupled to the switch fabric;

or

a compute node device operatively coupled to the switch

fabric.

6. A method, comprising:

executing, by a processor of a network device that is opera-

tively coupled to a switch fabric, a network management
module;

storing, by the network management module, a first set of

configuration information associated with a first set of
network resources, the first set of network resources
being a subset of a second set of network resources, the
second set of network resources being included in a
virtual local area network from a plurality of virtual local
area networks, the plurality of virtual local area net-
works being defined within the switch fabric,

the first set of configuration information dynamically

including at least a second set of configuration informa-
tion associated with each network resource from the
second set of network resources, the first set of configu-
ration information including configuration information
not included in the second set of configuration informa-
tion.

7. The method of claim 6, further comprising sending, by
the network management module, the first set of configura-
tion information to at least one network resource from the first
set of network resources, the at least one network resource
hosted at an access switch operatively coupled to a data plane
portion of the switch fabric.

8. The method of claim 6, wherein the network manage-
ment module and at least one network resource from the
second set of network resources are configured to execute at
a single physical device, the at least one network resource
being a network control entity within a control plane of the
switch fabric.

9. The method of claim 6, further comprising receiving, by
the network management module, the second set of configu-
ration information in an Extensible Markup Language
(XML) file.

10. The method of claim 6, wherein each network resource
included in the second set of network resources is a network
control entity within a control plane of the switch fabric and
configured to execute at one of:

an access switch operatively coupled to the switch fabric;

or

a compute node device operatively coupled to the switch

fabric.



